Yeverbridge

Physical Security User Guide

Everbridge Suite
December 2025




Yeverbridge

Everbridge Suite
2025
Printed in the USA

Copyright © 2025. Everbridge, Inc, Confidential & Proprietary. All rights are reserved. All Everbridge products,
as well as NC4, xMatters, Techwan, Previstar, one2many, SnapComms, Nixle, RedSky, and Connexient, are
trademarks of Everbridge, Inc. in the USA and other countries. All other product or company names mentioned
are the property of their respective owners. No part of this publication may be reproduced, transcribed, or
transmitted, in any form or by any means, and may not be translated into any language without the express
written permission of Everbridge.

Limit of Liability/Disclaimer of Warranty: Everbridge makes no representations or warranties of any kind with
respect to this manual and the contents hereof and specifically disclaims any warranties, either expressed or
implied, including merchantability or fithess for any particular purpose. In no event shall Everbridge or its
subsidiaries be held liable for errors contained herein or any damages whatsoever in connection with or
arising from the use of the product, the accompanying manual, or any related materials. Further, Everbridge
reserves the right to change both this publication and the software programs to which it relates and to make
changes from time to time to the content hereof with no obligation to notify any person or organization of such
revisions or changes.

This document and all Everbridge technical publications and computer programs contain the proprietary
confidential information of Everbridge and their possession and use are subject to the confidentiality and other
restrictions set forth in the license agreement entered into between Everbridge and its licensees. No title or
ownership of Everbridge software is transferred, and any use of the product and its related materials beyond
the terms on the applicable license, without the express written authorization of Everbridge, is prohibited. If
you are not an Everbridge licensee and the intended recipient of this document, return to Everbridge, Inc., 155
N. Lake Avenue, Pasadena, CA 91101.

Export Restrictions: The recipient agrees to comply in all respects with any governmental laws, orders, other
restrictions ("Export Restrictions”) on the export or re-export of the software or related documentation
imposed by the government of the United States and the country in which the authorized unit is located. The
recipient shall not commit any act of omission that will result in a breach of any such export restrictions.

Everbridge, Inc.
8300 Boone Blvd. Suite 800. Vienna, VA 22182
Toll-Free (USA/Canada) +1.888.366.4911

Visit us at www.everbridge.com

Everbridge software is covered by US Patent Nos. 6,937,147; 7,148,795, 7,567,262; 7,623,027; 7,664,233;
7,895,263; 8,068,020; 8,149,995; 8,175,224, 8,280,012; 8,417,553; 8,660,240; 8,880,583; 9,391,855. Other
patents pending.




Yeverbridge

What is Everbridge Physical Security?.......ccccccciiiiiiiiiiiniiinineneeennnn 5
Working With VIideO0 ......ccciviiiiiiiiiiiiiiiiiiiiiiinnennenneneeeeeeeeeeeseeeeeeeeeesseees 7
Viewing Cameras for an Alert........ccccccevrrrrnreeeeeeeeeeeeeeicececcssssnnnseeeeeeeens 7
Viewing Video From ANy Camera........ccccceeveeerreeeirccnneereencnssreneesesennenns 8
Layouts, Tiles, and Grids .....ccccccceiieeeiieeniieniiienniiieeeieeeeeeeeeeeeeeeeeeseeennnnes 12
AddiNg NEW LaYOULS ..ouueiiiiiiiee et eeetee e et eeteee e e e eaaee e e e eaaaeeeeees 12
YT ] 1 O] o) (o] o 1= 13
Accessing Recorded VIidO0 .......ooeieeeieiiiiiiiiiiiiiiiiieee e 13

] =] g 1T B VA Te [=To TSSO PPRRPN 14
MONITOMING USE....ueiiiiciiiiiiiiieiieeeiieeeeieneeieeeeseneeeeneeeessesesssssessssessssennnaes 16
Streaming ACtiVity Widget........v i 17
Streaming UNits WIdget.... .. et 21
Physical Security Management...........ccccccccceeeeeneeeeeeeeneeneeneennnnnnnns 25
Asset Management .........ccuuvciiiieiiiiiiinenniecsciieeeiennerenneeessssessssssnssnnenss 26
Preparing Everbridge 360 LOCAtiONS .....ccovueiiiiiiieeieeiiieeeeeecee e 27
Moving Cameras INto LOCatiONS....ccuuueiiiiiiiiiiiiiiiee e, 28
CrealiNng ASSEIS..couiiiiiiiiiiicee et 28
AUAITING «.eeeriieiiieetieeeenreetereecreneeeeeeecenneesessesssnneeesssssssnssessssesnne 30
Updating an Adaptor User With New Password..........ccccccceveeervennnns 32
=T =To [T ] (=TSSP 32
PO C S ittt ettt et e e e et e e e e e ra e et e era e e aaaeeaans 32
Updating an Adaptor With New KVS Keys.....ccccccevrrermmmrreeeeeeeeereecanes 34
PrerE@QUISITES .ovieeieeiieeeeeeeee et e et e e e et e e e e et e e e e aaaeeeeeanans 34
PrOCESS ittt ettt ettt e e e et e e eta e e eeaa e e e eaa e eaeaaes 34
Advanced Configuration..........cccceeeeeeeceerrrreeeeeeeeeeeeeeecccccsssnnnneeeeneens 36
Adaptor Group Management .........ccccceeeererrrrerieiennrieneencesesennesenneeneneens 36
Installing @n AdaPLor.........coociiiiiiieentrcccnee e cneeeeese e enaees 38
Physical Security FEed ......uuiiiiiiriiiirerreecccccceeeeeeeeeeeennnneeeeeens 39
OVEIVIBW ...irrennreereiicssneeessesssssnnseesssssssssssssssssssannsssssssssssnassssssssssnnnns 39
Supported EVENt TYPES ..ccciieiiiiiriiiiiiiiiiiiiiiiiiiiieiiiesiieesiesssiessssessssssssees 40
Shot DeteCtion EVENTS .cuvuieeiiiiiceieiceee e 40

Site INtruSION EVENTS .o 40
Staff EMergency EVENTS ... e 41
Configuring the Physical Security Feed..........ccccccviiiiiirinniriccirnnnen. 42
PrErEOUISIEES .. iieiitiiieeee et ee e e e e e e e e raaa e e e e e eeeaaaaannns 42
=] U] o IR 42
Verifying the Feed in Visual Command Center.......cccceeevvvvvveeeeeieeeeennne. 46
Viewing Events in Physical SECUNtY ......coviiiiiieiiieicee e, 48

L= ] (=] o 1 T 50




Yeverbridge

g0
Addltlonal Resources0000000000000000000000000000000000000000000000000000000000000000000000 51
.
JLI (o191 o] [=T=3 pToTo ) o T PP 51
Related Documentatlon and Tralnlng 0000000000000 00000000000000000000000000000000000 52




Yeverbridge

What is Everbridge Physical Security?

Video integration with Everbridge 360™ provides secure direct access to your
Organization’s security cameras when dealing with Risk Alerts. Imnmediate eyes on
the ground:

* Improves comprehensive situational awareness

o Fosters better coordination and

* Promotes swift responses to internal and external threats impacting your
Organization.

CCTV Video integration with Everbridge 360™ allows stakeholders to determine
quickly and efficiently if their assets have been impacted, allowing for a more
appropriate response and minimizing unnecessary disruption and time to
resolution.

Unifying various types of video sources from multiple locations into a single,
secure user interface enhances your Organization’s ability to detect and respond
to potential security threats or emergencies. With the seamless integration of
CCTV video into Everbridge 360™, your Organization can experience the benefits
of a single platform which can monitor, visualize, correlate, and alert in real-time.
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NOTE: Physical Security is available as an add-on for Everbridge 360
Enterprise and Enterprise customers.
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Working With Video

Viewing Cameras for an Alert

To view CCTV cameras for an Alert, select the Alert to view the Alert panel. Select
the camera icon from the Alert menu. If the icon isn't visible, you might have to
click ... to reveal more Alert options.

Yeverbridge

CCTV cameras are opened in a separate browser tab. You can move the tab to a
separate screen or dock it to the side of the screen in order to see cameras while
managing the Alert.

NOTE: Cameras are only accessible if they have been associated with the
asset related to the Alert. For more information about how to associate
assets with Alerts, see the Configuration section.
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Viewing Video From Any Camera

To access video from any camera:
1. Select the Physical Security option from the main left menu.

“averbridge 4 & @ i) Eveibridge 380~

2. The Physical Security screen appears, where you can access Physical
Security video and dashboards.

Mo conbent io dsplay
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3. Select the location icon on the right and browse to the location of the
cameras.

v [ Locations

> B UK
> B us

4. Browse the available locations and sub-locations. Select a location to view
cameras within the location.
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“everbridge
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“Yeverbridge &) Everbridge 360~
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5. To view video from one or more cameras, select one or more cameras from
the list and click + to workspace.
"{i':;'“everb,—idge @) Everbridge 360™

* R Floor 8
Home

v & Assets
Situational Awareness

> Cameras @

Universe

Visual Command Center

Alert Management

Physical Security No content to display

Communicat
is Management
15 + Assals
+ to workspace
Repaorts + Analytics

¢ Workflow

Settings

Yeverbridge
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Layouts, Tiles, and Grids

The video workspace allow you to open one or more layouts. The tile grid style
can be configured for each layout.

Adding New Layouts

To add layouts:
1. Click the + button along the top menu bar.

#A Home

Situational Awareness

2. A new layout is added to the video layout area. To change the grid style of
the layout, select Edit Tiles. Use the Select Grid drop down menu to select a

suitable grid.

I ) Everbridge
+ Add Tile BB Select Grid ~ > W@ Floorg

_US_SR.Ent - : v & Assets

. Cameras @
» 03 USSR
8 Y

®. 04_US_SR_Ent

& 05 US_SR_HW

» 08_US_SRPTZ

» 07.US_SR_NW

3. Add new tiles by clicking on the + Add Tile button. If needed, they can be
removed again by clicking Delete on the tile.
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4. Assign cameras to specific tiles by dragging them from the right-hand asset
tree to atile.

“everbridge

5. Once satisfied with a Layout, click Done to exit edit mode.

Stream Options

Depending on capability, different cameras will provide additional options such as
access to playback, changing stream quality, etc. To view stream options, select
the Stream Options button.

it

Accessing Recorded Video

It is possible to access recorded video for cameras connected to a video system
with recordings.

NOTE: Recording video is a feature of the integrated Video Management
System, NVR or DVR. Everbridge does not record video. If recorded video is
not available, confirm that the integrated video system supports this and
has been setup correctly.

To access recorded video from a camera:
1. Select the Stream Options button.
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2. Select Archive and then the time you want to view video from.

February 2025 00 AM

= 05 PM
10
15
20
25

30

[] Aso set an end-time?

Switch stream now?

3. Confirm the selection by selecting Yes under the Switch stream now?
prompt.
4. The video stream from the selected date will display.

Sharing Video

Video layouts can be shared via shareable link. The recipient of the link will be
presented with the selected video feeds, assuming they are able to login to
Everbridge 360 and that they have permission to view the cameras.

To share video:
1. Select the Share Layout button.
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2. Copy the link by clicking the Copy icon.

Tile-layout share link

3. Share the link with anyone who needs to see the video.
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Monitoring Use

Administrators can monitor who is using the system and which streams they are
accessing. They can also stop active streams.

To view who is using the system:

1. Select the Dashboard Explorer from the right-hand menu. Then select the
Streaming Overview dashboard and + to Workspace.

@) Everbridge 360™

v Dashboard Layouts

& Dashboard Layouts @

& Streaming Overview

2. The Streaming Overview Dashboard will be shown. Any active streams are
listed in the grid below the number widgets. To stop a stream, select the Stop
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Stream button next to the specific stream.

» Stop Stream permissions are only configured for elevated users.
Permissions can be configured via the Physical Security Manager
Portal.
3. Review the Active Streams and Active Users as needed.

Streaming Activity Widget

The Streaming Activity widget enables users to visualize and analyse streaming
usage over a selected time period. It offers multiple chart views, allowing users to
switch perspectives based on their reporting needs.

The following chart view options are available for the Streaming Activity widget:

e Timeline Chart
e Summary Chart
e Live vs. Playback Chart

Adjusting the Time Range

A Time Range selector is included at the top of the widget, allowing users to
customize the period they want to analyze.
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© Time Range

Preset Range

Last 1 hour

12/10/2025 02:15 PM

12/10/2025 03:15 PM

Options include:

e Last 15 minutes

e Last1hour

e Last12 hours

Last 24 hours

Last 3 days

Last 7 days

Last 30 days
Custom date range

Data Refresh

The Streaming Activity widget supports both manual and automated refresh
options, ensuring users can always view up-to-date streaming information.

» Manual Refresh - Click the Refresh icon to immediately reload the data
displayed in the widget.

- Q@ i

& Live vs Playback s |
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» Automatic Refresh - Users can choose an automatic refresh interval to keep
the dashboard continuously up to date.

< ©

@ 30 Seconds

© 1 Minute

© 5 Minutes

© 15 Minutes

Available options include:
o Off
o 30 Seconds
o 1 Minute
o 5 Minutes
o 15 Minutes

Once enabled, the widget will be updated automatically without requiring further
user action.

Timeline Chart

The Timeline chart displays streaming usage over a chosen date range. It shows
total activity trends over time while highlighting usage patterns (such as high-
traffic periods). Hover the cursor over the chart to view the exact values for any
point in time.

@ Streaming Activity 8 ° ‘Jl 5

] 2 Timeling ~

Time (Time Range: Custom)

Ended Streams . Active Streams . User Sessions . Users
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Summary Chart

The Summary chart provides a consolidated snapshot of overall streaming activity
during the selected time range. It includes high-level totals and distribution
metrics, making it ideal for quick reporting and analysis.

i Streaming Activity

© | Summary

@ Active Streams

Ended AMS

Summary (Time Range: Custom)

Hover the cursor over a metric to reveal its value details.

@ Streaming Activity ° 'l H

o o Summarny

Sumemary (Time Range: Custom)

Live vs. Playback Chart

The Live vs. Playback chart shows how users engage with the platform by
comparing live viewing to recorded playback. It provides a clear visual split
between the two consumption types to help identify usage trends.
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0 St

& Live vs Playback

Live Streaming Time () Playback Streaming Time

Hover the cursor over the chart to display the specific values for each category.
Streaming Activity 20 Tt

—
i
[ ] & Live vs Playback

26d 14h 7m 305

Live Streaming Time (@) Playback Streaming Time

Streaming Units Widget

The Streaming Units widget provides a clear view of the total data streamed over a
selected time period, helping users understand consumption levels, monitor usage
trends, and assess how streaming volumes fluctuate during specific events or
operational windows.

Like other dashboard widgets, Streaming Units includes a time-range selector and
data-refresh control, ensuring users always see the most up-to-date information.
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@ Sireaming Units

355.94 MB

Adjusting the Time Range

A Time Range selector is included at the top of the widget, allowing users to

customize the period they want to analyze. Adjusting the time range automatically
updates the chart to reflect the selection.
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@ Time Range

Last 1 hour

Last 15 minutes
Last 1 hour
Last 12 hours
Last 24 hours
Last 3 days
Last 7 days
Last 30 days

Custom

Time range options include:

e Last 15 minutes

e Last1hour

e Last12 hours

e Last 24 hours

e Last 3 days

e Last7 days

e Last 30 days

o Custom date range

Data Refresh

The data for the Streaming Units widget can be refreshed either manually or
automatically.

« Manual Refresh - Users can click the Refresh icon to manually reload the
streaming data at any time, which is especially useful when monitoring active
events or real-time changes.
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» Automatic Refresh - If globally supported at the dashboard level, users can
enable an automatic refresh interval to keep the widget continuously updated
without manual input.
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Physical Security Management

The Physical Security Management section under Settings provides the ability for
Administrators to manage connections to sub-systems, permissions and assets, as
well as accessing auditing information.

Yaverbridge « & @D Everbridge 360~
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Asset Management

Everbridge 360 Physical Security automatically imports assets from connected
subsystems. These can represent devices and the locations the devices exist in.
Many physical security systems organize security assets in a location hierarchy
structure.

Everbridge 360 Physical Security also imports the locations configured in
Everbridge 360 Contacts + Assets.

"-\""'é\rerbridge « &L @ D Everbridge 380~ O

#

Viewing Asset Type: All Assef Type: (7]

B Mew hspet Q| Reset

Asturl Narmw Externad ID Aset Type Kams Last Modified By Last Modified On

#  Durtank Wealth 0dfice

#  Oemge County Offics

& Ventura County 0#fice

To make Cameras available to end-users, Physical Security administrators must
organize imported cameras into the Locations configured with the Everbridge 360
Contacts + Assets section.

To do this, navigate to the Asset Management interface in the Physical Security
Management section (Settings > Physical Security Management) and click the
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Assets tile.
“faverbridge

L1 ) Everbridge 350~

- SmartSecurityCenterProdDemo (Organization Admin) - @ Everbridge 360™

& Asset Management © Create new Asset

A Locations

O No Location

> R uK

Preparing Everbridge 360 Locations

Everbridge 360 location assets will not have a parent location - select No Location
to view them.
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Select a location asset and then click Location Actions > Set as Location in order
to make it a location that can exist in the hierarchy and have associated device
assets.

Use the Move option to move locations into other locations. In this way, Locations
can then be arranged into a hierarchy if required by moving them under a parent.

Moving Cameras Into Locations

Selecting No Location lists assets that do not have a parent location. This will
show imported locations and top-level locations. The locations read from the
Adaptor will be listed on the Assets Management page, when No Location is
selected, and any associated devices will be listed under their respective location.

Select a camera, click Location Actions, and move it into desired location.

@ Everbridge

s»  Asset Management © creale new Assel

A Locations

E Mo Location A Assels (&

& All video walls

Microphone

& AXIS C1310-E Network Hom Speaker (10.60.6.156) - Speaker 1

PI225-1V ME Il Network Camera (10.0.0.68) - Camera 1

& AXIS P3225-LV Mk 1| Network Camera (192 168.0.101)

Hardware

Creating Assets

It is possible to create location assets that do not exist in Everbridge 360 Contacts
+ Assets. To create locations:

1. Navigate to Asset Management in Physical Security Manager.
2. Select Create new Asset, enter a Label and any tags required.
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3. If the asset is a location, check the Is Location option.
4. Select Create.

Create Asset
Mew Asset

Los Angeles Office

Once created, you can edit an asset by selecting Edit from the list.
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Auditing

Physical Security stores information about what happens in the system, which can
be viewed by clicking the Auditing icon on the right-hand toolbar.

@) Everbridge 360~

AR Auditing (484 Filtes by: » Last Hour

Time - User Role Operation

2025-12-04 12:04:58 Organization Admin Chient Sesslon Started (=l

2025-12-04 12:04:54 Organization Admin Glient Session Ended Gilent Session Ended

2025-12-04 12:04:54 Organization Admin Chent Session Started Glient Session Stared

2025-12-04 12:04:40 Organization Admin Clienit Session Started Glient Session Starled

2025-12-04 12:04:11 Organization Admin Dedete Asset Response Successfully dedeted Asset

2026-12-04 12:04:09 Organitzation Admin Dedete Asset Request Dedeting an asset

2028-12-04 12:04:-05 Organtzation Admin Delete Location Response Successhilly deleted location

2025-12-04 12:04:00 Organization Admin Delete Location Change Locabion Deleded

2025-12-04 12:04:08 Organization Admin Delete Location Request Deleting Location

2025-12-04 12:02:46 Organization Admin Clienl Session Started Client Session Stared

5-12-04 12:02: Organtzation Admin Client Session Ended Client Session Ended

2025-12-04 12:02:43 Organization Ademin Clienl Session Started Client Session Starled

1-100 of 484

Use the Filter By option to select a time span to use when querying audit
information.

Search Audit Records

25 1218 PM
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Click on an item from the list to open its Audit Details panel to the right, which
indludes crucial event information like time stamps and Action ID, as well as
information about the user that created the event.

@ Everbridge 360™
MR Auditing (888 Filter by: « Last Hour

User Role Operation

Delete Asset Request

2025-12-04 12.04:58 Organization Ademin Client Session Started
Deleting an asset

2025-12-04 12:04:54 Organization Admin Chient Session Ended & S5C. DebeleAs st
2025-12-04 12.04:54 Organization Admin Client Session Started

- —_— Event Information
20251204 12:04:40 ‘Organization Admin Client Sesslon Started

2-04-08
2025-12-04 12:04:11 ‘Organization Admin Delele Assel Response 12:04:09

crnncE e Organization Admin Delete Asset Request ~4348-5725-161d0558CT6f

‘Organization Admin Delete Location Response
I

2025-12-04 120400 Organization Ademin Delete Location Change - . b33-b0c-09b3004912d5
2025-12-04 120409 Crganization Admin Delete Location Request i
User Information
2025-12-04 120246 Organization Admin Clienit Session Started Clie Full Mame:
2025-12-04 120245 Organization Ademin Cliert Session Ended
20251204 12:02-:43 Organization Admin

1-100 of 484

Audit information can be exported to a JSON file using the Export Audit Record
button.
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Updating an Adaptor User With New Password

Adaptor Services hold a username and password used when authenticating with
the Everbridge Cloud services. This password needs to be updated regularly to
ensure the best level of security.

Prerequisites

A new password has been issued by Everbridge for the Adaptor user for
Organization.

Process

The process must be followed for every adaptor machine connected to the
Organization. The Organization's adaptor details for can be found on the the
Adaptor Groups page by clicking the Adaptors icon to the right.

wt  Adaptor Groups Managemsnt

Select Adaptor Group 1o view data

For every media server where Physical Security adaptor is running:

1. Navigate to C:/ProgramData/Everbridge/SSC/Connectors/<subsystem>/
configuration.json.
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2. Replace the <password> with the updated one:

{
2 E "ConnectorConfig™: {

3 "EverbridgefdaptorUsername™: "<username>",
- "EverbridgefdaptorPassword”: "<password™,
= "OidcConfigOptions™: {

& "ClientId": ™7,

) "ClientSecret™: "7,

"Scope": "openid user-profile role™,

9 "ConfigUrli™: ",
10 "EeylUpdateIntervalMinutes™: cl,

11 "EenewalTokenExpirvBufferSeconds™:
12 .

13 Eﬂ "ConnectionConfigOptions™: {

14 "BaseUOrl™: ™",

15 "AdaptorGroupIdT: ",

16 "hdaptorReferenceId™: ™"

:'r

18 —] "AdaptorGroupSettings™: {

] = "AwsEveConfigurationOptions™: {
"AwshccessEeyIdT: "W,
"AwshAccessSecret": "T,
"AwsRegion™: ™™

.

LI S T S T % I
k

3. Restart the CEM connector service.
4. Check that the service comes online.
5. You should now be able to resume streaming.
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Updating an Adaptor With New KVS Keys

Adaptor Services hold a unique and secret key used when authenticating with the
Everbridge Cloud services. This key should be updated regularly to ensure the
best level of security.

Prerequisites

A new API Key and secret has been issued by Everbridge for your Organization.

Process

This process needs to be followed for every adapter machine connected to the
Organization. The Organization's adaptor details for can be found on the the
Adaptor Groups page by clicking the Adaptors icon to the right.

&t Adapbor Groups Managerrsent

o Adapior Groups (8

Select Adapior Giroup 10 view data

For every media server where Physical Security adaptor is running :

1. Navigate to C:/ProgramData/Everbridge/SSC/Connectors/<subsystem>/
configuration.json.
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2. Replace the following keys with those shared:

uj' *C\ProgramDeta’ Everbridg e S50 Connectors' DotMetDemo’ configurstion.json - Motepsd=+ [Administrator]

File Ecit  Search View Encodeng Language Setbmgs  Tools  Macre  Aun Pluging  Windew

scHHBERGE LERh 2clas | a: | ERERIZT-EFEECHAz = 00 0EE

E connector20Z250305.4og |E connector2250211Jog Ecun‘ﬁgurﬁtinn.j:nn o i | |
[
- s
gehdaptorUsername”: "upaername",
4 dgeldaptorPassword”: “"paaswozd®,
= = \fighpoionsa™: [
PClientTId": "sachdaptorfwnthencicationdideClient™

*rocagliybHZUSkvap®,
d uasr-profile role™,
"Configlrl™: "hitps: //suthenticacion.sverbridge.nec/cas oidoy well-lkmown/openid-configquration™,

rbridge.nec/sMarc-gecuricys/vl",
orid®,
reference=id"

nOptions™;: |
'1A7: "HEW_AWS-FEY",
Z1 =hwalicoess

! "MEW_AWS SHCEET™,
22 "IwsBegion"; "us-saat-1"
- 1
2% "UsaBasiclocationbrganizar™: troe,
25 "BoctLlocatio

26 = d reamingc Tion™: [
2 T ram=Rate" ’
T = = TarmarRi rEArAC AR FEmraE i ana™ [

3. Restart the CEM connector service.
4. Check that the service comes online.
5. You should now be able to resume streaming.
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Advanced Configuration

Adaptor Group Management

Adaptors belong to an Adaptor Group. Before installing the first Adaptor, create a

new Adaptor Group from the Adaptor Group Management page (Settings >
Physical Security Manager > Adaptors).

To create a new Adaptor Group:
1. Click Create New Adaptor Group.

Create Adaptor Group

Mew Adaptor Group

2. Give the new Adaptor Group a label, then click Create.
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3. Record the Adaptor ID generated when the group is created. This will be
needed to connect the Adaptor to SSC.

Creation Succ

new Adaptor Group ID:
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Installing an Adaptor

Each adaptor has a unique installer. Please refer to the installation instructions of
your selected adaptors for more information about how to install them.




Yeverbridge

Physical Security Feed

Overview

The Everbridge Physical Security Feed ingests and surfaces crucial event data
from connected physical security systems. These events are normalized and
displayed within EB360 and Visual Command Center (VCC), providing GSOCs with
a unified, real-time view of Physical Security Risk Events.
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Supported Event Types

The Physical Security Feed currently supports three Risk Event Types:

e Shot Detection
e Site Intrusion
» Staff Emergency

Risk Events

Everbridge Physical Security

Minor
Moderate
Severe

Extreme

¥ Shot Detection
A/ Site Intrusion

fo Staff Emergency

Shot Detection Events

Shot Detection Events are derived from connected gunshot detection systems.
They're Immediately surfaced in VCC with contextual details, including Location
and Event Type. Designed to provide high-urgency notifications for real-time
situational awareness.

Site Intrusion Events

Site Intrusion Events are generated from Access Control Systems or Intrusion
Detection Systems (such as Door Forced, Unauthorized Entry, Zone Breach, etc.).
They're displayed in VCC with key metadata such as Location, Event Source, and
timestamp while enabling GSOCs to quickly assess the severity and location of
potential intrusions.
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Staff Emergency Events

Staff Emergency Events are created when Panic or Duress Alerts are triggered
from staff safety systems or devices. These Risk Events are prioritized
automatically within the Risk Event feed for rapid awareness, supporting enhanced
visibility and helping teams identify at-risk personnel to respond appropriately.
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Configuring the Physical Security Feed

The Physical Security Feed surfaces Risk Events of the supported Risk Event
Types (Intrusion, Staff Emergency, and Shot Detection) within Everbridge 360 and
Visual Command Center. Workflows and their Filters can be adjusted anytime to
refine Event handling or prioritization.

Prerequisites

Before configuring the Everbridge Physical Security Feed, ensure the following
requirements are met:

e You have an Everbridge 360 account with the Physical Security module
enabled.

» An Adaptor with a connector is configured for each relevant third-party
physical security system (e.g., Access Control, Intrusion, or Shot Detection
systems).

Setup
Configuring Event Filtering

To create an Event Filter:

1. From the Organization level, navigate to Settings > Physical Security
Manager > Events > Physical Security Event to Risk Event Filter.
2. Click the New Rule button in the top-right corner.

%verbridge’ « 2 @ Everbridge 360™
«

& Events + New Rule

Physical Security Event Filter

Enabled  Event everi Last Updated
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3. Select the Event Type that will trigger Risk Events with this Rule.

New Rule
|
Asset State
Duress
Duress (Historical)

Forced Entry

Gunshot Detected

Gunshot Soﬂce Update

Historical Gunshot Detected
Intruder

Intrusion

4. The selected Risk Event's Category and Severity will be displayed. Click
Create New.

New Rule
Intrusion

e Intrusion

Severs.
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5. The new Risk Event Filter will appear in the list view. Click the toggle to
enable or disable it as needed.

. . 3
Yeverbridge « & | @ Everbridge 360™

& Events + New Rule

Physical Security Event Filter
Created 1 Last Updated

2025-11-10 15:59 2025-11-10 15:59

NOTE: Risk Event Filters can be deleted by first disabling them, and then
clicking the Trashcan icon.

Creating a CEM Orchestration Workflow

Once Event Filtering has been configured, a CEM Orchestration Workflow should
be created that utilizes Everbridge Physical Security as a Source.

NOTE: For an in-depth explanation on creating CEM Workflows, see the
CEM Orchestration User Guide.

To create this Workflow:
1. Navigate to Workflow > CEM Orchestration > Workflow List.



https://supportcenter.everbridge.com/hc/en-us/articles/19141600721435-CEM-Orchestration-Guide
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2. Click New Workflow.

Yeverbridge

# Home

) Siuational Awareness

Fl Communications

& Crisis Managoment

) Contacts + Assets

Reports + Analytics

 ITA

< Waorkflow

Settings

3. Give the Workflow an appropriate name and, optionally, select the

Workflows

Status

Name

Alr Quality

Health/Disease

Tropical Storm

Local Disaster

Flood

Wildfires

Other Security

Woather

Thunderstorm

£ Import Workflow

Sources

Weather Events {Australia), Weather Events.

Brian's Feed, Dataminr, Everbridge Nixle, Ev.

‘Weather Events (Australia), Weather Evenis,

Brian's Feed, Datarminr, Everbridge Nide. Ev

Weather Events (Australia), Weather Events.

Wildfires (NIFC)

Brian's Feed, Dataminr, Everbridge Nixle, Ev.

Brian's Feed, Dataminr, Everbridge Nixle, Ev

‘Weather Events (Australia), Weather Events,

Last Modified By

Orchestration Engine Servi

COrchestration Engine Servi

Orchestration Engine Servi,

Orchestration Engine Servi

Orchestration Engine Servi

Orchestration Engine Servi

Orchestration Engine Servi

Orchestration Engine Servi,

Orchestration Engine Servi,

Last Modified On

32272024, T38:48 AM

222024, 73849 AM

372272024, 73849 AM

3/22/2024, 7:38:49 AM

A2Lr2024, TI9:50 AM

222024, T38:50 AM

372272024, 73850 AM

3222024, 73851 AM

3722/2024, 7:38:51 AM

Rows per page: 100 -

i) Everbridge 360™

]

|4

L]

L]

3

b4

*

1-30of 30

checkboxes for including an Incident, Communication, and/or Custom

Action.

Name:

Actions

later.

Physical Security

Include Incident
Include Communication
Include Custom Action

Create New Workflow

Alerts are generated from this workflow by default.
Additional actions can be included here and configured

X
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4. Click Create.
5. Under Sources, select Everbridge Physical Security.

o

= . . 3

Physical Security e0 ~ + New Rl
] v Physical Security - Alert i [o] e -, o

& Actions Filter 1 /s 0
[ T Filter
(2] Sources

Changing your selected event sources may impact the category selections beh
= +
o
/s E

6. Under Categories, select one of the following:
 Allow all categories and subcategories

 Allow only the selected category and subcategories - Choose one of
the three categories from the dropdown menu.

Categories @

Allow all categories and subcategories.
®) Allow only the selected category and subcategories.

Main Category Subcategories

Select all
Shot Detection

site Intr"jon

v

| Staff Emergency

ol

Assets

7. Continue to configure Filters as needed, then click Save. A confirmation

message will appear indicating that the Workflow has been successfully
saved.

Verifying the Feed in Visual Command Center

To verify that the Feed is configured correctly:

1. Navigate to Situational Awareness > Visual Command Center.
2. Expand Risk Events in the right-side menu.
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3. Confirm that Everbridge Physical Security is visible and enabled in the Feeds
list.

Assets

Risk Events
O © Tropical Cyclone and Disturbances (NHC)

O @@ Everbridge CA Evacuation Zones

Everbridge Physical Security

Minor
Moderate
Severe

Extreme

¥ Shot Detection
A5 Site Intrusion

fe Staff Emergency

O ‘A& Service Events

O @ Everbridge Travel Bulletins

Troubleshooting Feed Visibility

If the feed doesn't appear:
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1. Open the Menu in Visual Command Center and select Admin Console.

'If_a‘ Admin Console

= | Channels

i

Scale Bar

2. Click Feeds on the right.
3. Locate Everbridge Physical Security in the Feeds list to the left and ensure
that it's enabled.

Details: Everbridge Physical Security (5 Alert Settings

> GENERAL Enabled
[~ A [Z Asset Management

SeRmeniY 3 v Enable security on this feed (optional] T restrc of this feed 1o users in specified roles, select those roles from the list

bekow. Or leave this opticn blank to allow ALL wsers eed. @ Country Ratings
Jacob Test Feed < Supply Chain

Service Events ¥ Indoor Assets

Watch Zones <! Channels

Everbridge Physical S... [E RIMCKML

Mobile Safety
Everbridge CA Evacua..

Tropical Cyclone and

Everbridge Global Hig...

Everbridge Advisories

Weather Events (Cana..

Viewing Events in Physical Security

Once configuration is complete, Events can be viewed directly within the Physical
Security work space in Everbridge 360.

To do this:
1. Navigate to Situational Awareness > Physical Security.
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2. In the right-hand menu, select Dashboard Explorer.
3. Choose Event Overview from the list of dashboards.
Click Add to Workspace to open the dashboard.

“everbridge

Home
Situational Awareness  # 1

Fl  Communications

& Crisis Management

¢ Contacts + Assets
Reports + Analytics

= ITA

|~ Workflow

Settings

+ to workspace

1 selected
> |a Dashboard

5. Click the Filter By value to select either a preset time range for which to filter
Events, or enter specific times and dates for more granularity.

Filter Events by Time

Prasat Range

NMJ202512:20 PM

Preset ranges include:
e Last 15 Minutes
e Last1Hour
e Last 12 Hours
e Last 24 Hours
e Last 3 Days
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e Last7 Days
e Last 30 Days

6. Click Apply. Events matching the selected filter will be displayed in the
results view.

B Events
Filter By: ~ Last 24 hours
Risk Event Time Se Location(s)
Us B Corporate Headquarters
Headquarters
Intrusion AF obby uUs [ Corporate Headquarters
Intrusion Armed Status A Mc -Lobby UsS [ Corporate Headquarters

Intrusion Armed Status 5 N 5 abiby us ﬁ Corporate Headquarters

[ ] 10:49, 03/11/2025 Intrusion A+ MotionSensor-Lobby Us | Corporate Headquarters

NOTE: The Yellow Shield icon in the Risk column indicates that an Event has
been classified as a Risk Event. This icon allows operators to quickly
distinguish high-priority, Risk-relevant Events from general Physical
Security Activity.

Next Steps

Organizations using additional Everbridge modules should consider linking the
Physical Security Feed with the following:
» CEM Playbooks for automated response Workflows.
» Communication Workflows for rapid alerting and stakeholder notifications.
 Incident Reports for documentation and after-action analysis.
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Additional Resources

Troubleshooting

If you are unable to view streams from the cameras:
1. Open the configuration.json file under C:
\ProgramData\Everbridge\SSC\Connectors on the media server (refer to

Installing an Adaptor).
a. Check that the AwsAccessKeyld, AwsAccessSecret and AWSRegion

are correct as supplied by Everbridge.
b,

=] "AdaptorGroupSettings": {

— "AwsKvsConfigurationOptions™: {
"AwsAccessKeyId": "<Provided by EVBG>",
"AwsAccessSecret": "<Provided by EVBG>",",

"AwsRegion": "<Provided by EVBG>","
},

b. If the adaptor is showing offline in the Manager Portal, check that the
AdaptorGroupld matches the ones in the Physical Security Manager
Portal.

c. Check that the CEM service is running on the media server and restart if
necessary.

d. Confirm the adaptor user by logging into the Everbridge Portal using the
values in EverbridgeAdaptorUsername
and EverbridgeAdaptorPassword. If the password has expired, reset it
and update the config file. The CEM service on the media server will
need to be restarted to pick this up.

2. Check that the time on the media server is correct by referencing https://
www.timesynctool.com.



https://www.timesynctool.com
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Related Documentation and Training

Resources for related Everbridge products is available from:

e Online Help - Provides web-based documentation for the Everbridge Suite
system. In addition, users can select (?) on a page to access context-
sensitive help.

» Everbridge University offers interactive courses and curriculums to empower
users to learn how to use various Everbridge products.

» Everbridge Support Center - Hosts downloadable PDF guides, as well as
release notes and Knowledge Base articles.

‘#-E\l'erbridga ¥ i) Everbridge 360~ O

o
At Refresh (I) e

Contact Locations Contacts
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Source Conlacis
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