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Configuration

The Everbridge Safety Connection Office 365 connector updates contacts'
Expected Locations from Outlook meeting invites.

There are two distinct steps for configuring the Office 365 connector:

1. Registering an application in the Azure Portal. See Microsoft Learn for a
tutorial.
2. Setting up the connector in the Everbridge Suite.



https://learn.microsoft.com/en-us/power-apps/developer/data-platform/walkthrough-register-app-azure-active-directory
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Registering an Application in the Azure Portal

The Office 365 connector uses the Microsoft Graph API. This API requires an
access token from Microsoft Entra ID, a cloud identity service obtained from an
Application ID value, and the Client Secret key.

See Microsoft Learn for a full walk-through on registering an application to the
Azure Portal. Note that some abilities are permission-based, so refer to Microsoft
Graph Permissions Reference for more information.



https://learn.microsoft.com/en-us/power-apps/developer/data-platform/walkthrough-register-app-azure-active-directory
https://learn.microsoft.com/en-us/graph/permissions-reference
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Configure the Office 365 connector in Everbridge Suite

Once your application has been registered, it's time to configure the Office 365
Connector within Everbridge Suite.

1. Navigate to Settings > Organization > Map > Location Data Sources > Other
Source, and click Add.

e i R
everbrldge Tower Global (Organization Admin) « K3 ) @ Everbridge 360™ ©
Everbridge Open  Everbridge Mobile App
Other Source ©
:
Map Defaults
Contact Display Properties Gt Base URL Refresh Time

There are no items to display in this table
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dropdown.

2. The Add a Source modal opens. Select Office_365 from the Source

hul Add a Source

Source Office_365 +
* Application ID

* Client Secret

* Base URL

* Domain

Refresh data every| 10 | min

%

Cancel

. Fill'in the following fields:

Field

Value

Application ID

The Application ID value from the
Azure portal.

Client Secret

The saved Client Secret value from
the Azure portal.

Base URL https://login.microsoftonline.com/
The [domain name] considered. For
Domain instance,

everbridge.onmicrosoft.com.



https://login.microsoftonline.com/
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4. Click OK. The Office_365 source will now appear on the Other Source page.
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Tower Global (Organization Admin)

- (2] @ Everbridge 360™ ©

Organization ~ Member Portal Everbridge Open  Everbridge Mobile App
Organization » | Other Source @
Map
B8 Add

Map Defaults

Contact Display Properties Source Base URL Refresh Time

Shape Library Office_365 https://login.microsoftonline.com/ Every 10 min View refresh log s W

Icon Display Defaults

Display Layers

Point Address Data >
Custom Map

Settings

Location Data Sources v/
Organization

Defaults

Data Retention Policy
Intemational SOS

Other Source

Interactive Visibility >
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Usage Overview

The connector is used to update the Everbridge Suite contacts' Expected
Locations from Calendar meeting invites. It does not create any contacts or
meeting rooms in Everbridge Suite. The contacts' Expected Locations are updated
only when the two conditions below are met:

1. A positive match can be established across Everbridge Suite and Office 365
contacts in the Organization where the connector has been set.
2. The meeting room in Office 365 matches an Everbridge Suite location.
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Matching Everbridge Suite and Office 365 Contacts

Contacts are primarily matched across the two systems using the email address as
a common reference. The matching algorithm contains additional steps to provide
solutions in corner-case scenarios when for instance:

o The domain name attached to the email is not the same in Everbridge Suite
and Office 365. This might occur following M&A activities or when companies

change their domain.

o Multiple contacts with the same email address are found in Everbridge Suite.
Everbridge Suite does not check the uniqueness of each contact email
address. This situation could be generated by discrepancies in the data
source used to generate contacts or by keying mistakes in Everbridge Suite.

Unigue contact found

Match on Email Address

No contact

found
h

Duplicates found

against the attendee’s full name

Match EB Contact First + Last Names

Unigue contact found

h 4

Split attendee’s name into first
and last name

Failure Success

¥

Match attendee’s first and last
names against EB Suite contacts

No contact ‘
found

2 -

No contact
found

No Match found

v

Choose first contact |

Successful
Match
Duplicates
found %n

Duplicates
found

Unigue contact found
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Matching Everbridge Suite Locations and Office 365
Meeting Rooms
All Office 365 meeting rooms have an email address attached to them. This email

address is matched against the External ID property attached to any locations in
Everbridge Suite.

1
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Updating the Expected Location

For each meeting and each identified contact, the Expected Location is set in
Everbridge Suite to the identified location corresponding to the meeting room for

the duration of the meeting.

Description

Outlook Meeting

Location: Newton Meeting Room

Start Time: Wednesday, January 16th at
10:30 AM

End Time: Wednesday, January 16th at
11:30 AM

Attendees:

e Theo.Garrison@everbridge.com
» Aliyah.Hanson@everbridge.com

Everbridge Suite Location

Location Name: Newton Meeting Room
External ID:
Meeting.room.Newton@everbridge.com

Everbridge Suite Contact

Theo Garrison:

e First Name: Theo

o Last Name: Garrison

o Work Email:
Theo.Garrison@everbridge.com

Aliyah Hanson:

» First Name: Aliyah

+ Last Name: Hanson

o Work Email:
Aliyah.Hanson@everbridge.com

Everbridge Suite Expected Location

A new expected location will be created
for Theo Garrison and Aliyah Hanson:

« Link to existing building:
Conference Room Newton in
Burlington, MA

« Date Range Start: Wednesday,
January 16th at 10:30 AM

o Date Range End: Wednesday,
January 16th at 11:30 AM

12
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Case Scenarios

The following case scenarios are considered and managed by the connector:

Forwarding a meeting invite to the meeting - An expected location will be set
for all new attendees added to the meeting invite matched in Everbridge
Suite.

Adding invitees to a meeting invite - An expected location will be set for all
new attendees

added to the meeting invite only if the operator selects the option ‘Send
updates to all

attendees in the Outlook client. Note that on Microsoft Outlook Web,
updates are only sent to added employees by default.

Deleting invitees from a meeting invite - The expected location will be
removed from the

corresponding Everbridge Suite contacts only if the operator selects the
option ‘Send

updates to all attendees in the Outlook client. Note that on Microsoft Outlook
Web, updates are only sent to deleted employees by default.

Changing meeting date or time - The corresponding Everbridge Suite
expected locations will be updated.

Cancelling a meeting - All corresponding Everbridge Suite expected locations
will be deleted.

Group invite - An expected location will be set for all attendees in the group
matched in

Everbridge Suite.

Declining a meeting - Expected locations will be deleted for attendees
declining a meeting

invite.

Accepting or tentatively accepting a meeting - These actions in Outlook have
no impact on the expected locations.

Recurring meetings - Expected locations will be created up to two months
forward.

Other scenarios include:

Meetings that have occurred in the past (before setting up the connector or
were created in the past) are not considered.

Everbridge Suite contacts are considered at the time the connector is run.
Altering or

creating new contacts after a meeting invite has been processed by the
connector has no

impact on expected locations.

13
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» Accepting a meeting does not impact expected locations. By default, all
attendees expected
locations are updated unless they explicitly decline the meeting invite.
* Some meetings may include remote attendees. These will have their
expected locations set
to the meeting location for the duration of the meeting.

14
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Logging

From the Other Source page in Settings, click View Refresh Log. The list of all
attempts to connect to Office 365 is displayed.

Each line corresponds to one data load based on the refresh rate (in minutes)
specified in the
configuration page of the connector.

Click the View icon to see the Refresh Details on each data load.

This page has three tabs for meetings loaded without errors, meetings loaded with
errors, and

meetings not loaded due to a critical error. On all tabs, the list of all meetings with
the Meeting ID

and status is displayed. The details of the meeting can be accessed by clicking the
View icon.

If the refresh process failed, the Refresh Details page will provide an error code
and accompanying error message for troubleshooting purposes.

Veverbrldge' Tower Global (Organization Admin) ~ = - 2] @ Everbridge 360™ ©

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App

Other Source : Office_365 > View refresh log > Refresh details
Organization >

Map v © Refresh

Map Defaults
Refresh Time Jan 31,2024 16:12:20 PST

Contact Display Properties Batch ID 1496927636061792
Status Failed
Shape Library Records Received 0

Icon Display Defaults: Header Errors

Display Layers

Error Code Error Message
Point Address Data >
Custom Map EXP_LOC_SYNC_ASSET_EMPTY Outlook domain cant match any asset
£ Settings
T Location Data Sources v Loaded withouterror(0)  Loaded with error(0)  Not loaded - critical error(0)
rganization
Defaults
Meeting ID Meeting Status
Data Retention Policy
International SOS There are no items to display in this table.

Other Source
Page 1 [of 1> »[10 ~

Interactive Visibility >
Publishing Options >
N >

15



Yeverbridge

NOTE: The log will show a status of failed for a meeting if any of the
attendees were not matched to an Everbridge Suite contact. Regardless of
that status, all matched contacts will have their expected location set for

that meeting.

16
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Viewing and Using the Expected
Location

The Expected Location appears on the Contact Information page in the Dynamic
Location(s) — Expected section. Click the down arrow for each location to review
its details:

Dynamic Location(s) - Expected
Location Name Date Range =
v Gerald R. Ford Intl Airport Sep 01,2021 00:00:00 EDT - Sep 27, 2030 00:00:00 EDT Q9
Location Name Gerald R. Ford Intl Airport
Date Range Sep 01, 2021 00:00:00 EDT - Sep 27, 2030 00:00:00 EDT
Country us
Address Gerald R. Ford Intl Airport
Apt/Suite/Unit
City Grand Rapids
State / Province Michigan
Postal Code
Source MANUAL
Location Latitude 42.880833333333335  Longitude -85.52277777777778

The Expected Location is used to locate contacts in a specific area. For instance,
on the Universe
view:

%Vefbfidge Tower Global (Organization Admin) ~ £ Everbridge 360™

You've selected: New Notification

Home

Situational Awareness ‘ Vie s Contact Layers 5 o Nationi S\amumo
> ]

Contact Layers
Universe p— 9 itan, Mosqueo

\\Stadium
A

¥ o
KAMPONG 5

Filter 2 N ¥y
sual Command Center ] Static Location ] Last Known Location (¥ Expected Location GLAM Qﬁ'\w ‘ndmsv‘g‘gaadi’lzzﬁ «
Expected Time Frame [CIREETEBugis | Nicoll Highway e N 5
tacts
E Di Hi
Communications ® now - o unman Hig|
Draw Shapes O bt N - \ :
* )ate range B 1 ) —
Shape Library D — e, |/ Tanjong Rhu i TANJONG RHU
f‘q

s Management
Exclude (0) Jan1, 2024 ‘ ] lo‘ Feb1,2024
Z b o

\
" cce

BREPomenade
Display Layers A
Premium Weather Layers
Base Map

Marina Bay Street c|rcun°

iew by: © Record Types @ Groups
View by: O Record Types @ G

¥ ™ Employees

¥  Contractors { S B
@) ®Partners % BayEast >
- % Garden)
Tiono @ Consultants %, I\
Bahru Park & W Vendors / 2
Tiong Bahru EIH ion = ’ - JArtScience Museum N\
9 ez (¥ ™ *Mobile App Optin* 4 Flower Dome N\ |
& Far EastOrganization \_ S esmce vy
g & Idren's Garden: < e
x\‘\ D & Marina East parkO"
BUKIT MERAH s IR Telok/Ayer b i) I ) . .
, Outram Park ENIENENEH 4~ CHINATOWN 7 %f% By tron TEIERD & 7 (oo Nicoa 9"‘@ Eknter
i o /7 froweliEl Y S|P 7 / A L J arina Eas
s General Hosp\ta\® [ 2 & [ & 7 X
b —— _ i 4 Dofimtown MR 5 by the Bay IEZH]
B Silat Road Sikh Temple A 5 R /
b 5 HANJONG PAEAR & Shenfon Way iiEE ;
g Jin PO S A
. ==Y TanfongagarEIE S/
; 5 Gopeny
208 5 Pengs, Marina Bay 8
92ty \ \® &
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