Nseverbridge
Everbridge - Harald Connector

Everbridge — Harald Connector

March 2021

Everbridge, Inc. ©2021



%everbridge
Everbridge - Harald Connector

March 2021
Printed in the USA.

Copyright © 2021. Everbridge, Inc. All rights are reserved. Everbridge, Nixle, IT Alerting, Community
Engagement, HipaaBridge, SecureBridge, Smart Orchestration, and Visual Command Center are trademarks of
Everbridge, Inc. All other registered or unregistered trademarks and service marks are property of their respective
companies and should be treated as such.

No part of this publication may be reproduced, transcribed, or transmitted, in any form or by any means, and may
not be translated into any language without the express written permission of Everbridge.

Limit of Liability/Disclaimer of Warranty: Everbridge makes no representations or warranties of any kind with
respect to this manual and the contents hereof and specifically disclaims any warranties, either expressed or
implied, including merchantability or fitness for any particular purpose. In no event shall Everbridge or its
subsidiaries be held liable for errors contained herein or any damages whatsoever in connection with or arising
from the use of the product, the accompanying manual, or any related materials. Further, Everbridge reserves the
right to change both this publication and the software programs to which it relates and to make changes from
time to time to the content hereof with no obligation to notify any person or organization of such revision or
changes.

This document and all Everbridge technical publications and computer programs contain the proprietary
confidential information of Everbridge and their possession and use are subject to the confidentiality and other
restrictions set forth in the license agreement entered into between Everbridge and its licensees. No title or
ownership of Everbridge software is transferred, and any use of the product and its related materials beyond the
terms on the applicable license, without the express written authorization of Everbridge, is prohibited.

If you are not an Everbridge licensee and the intended recipient of this document, please return to Everbridge, Inc., 155
N. Lake Avenue, Pasadena, CA 91101.

Export Restrictions: The recipient agrees to comply in all respects with any governmental laws, orders, other
restrictions (“Export Restrictions”) on the export or re-export of the software or related documentation imposed
by the government of the United States and the country in which the authorized unit is located. The recipient
shall not commit any act of omission that will result in a breach of any such export restrictions.

Everbridge, Inc.

155 N. Lake Avenue, 9" Floor

Pasadena, California 91101 USA
Toll-Free (USA/Canada) +1.888.366.4911

Visit us at www.everbridge.com

Everbridge software is covered by US Patent Nos. 6,937,147; 7,148,795; 7,567,262; 7,623,027; 7,664,233; 7,895,263;
8,068,020; 8,149,995; 8,175,224; 8,280,012; 8,417,553; 8,660,240; 8,880,583; 9,391,855. Other patents pending.

Everbridge, Inc. ©2021



%everbridge
Everbridge - Harald Connector

Table of Contents

L TES C o] PO PP 4
oo 18 o o P OSSR 4
15Ye] Vi 4l o W@ g g o Te o 1= o1 RSO SPTPRUPRPIN 5
[ e VT T RS RR [
15T 18 T TR R T R PSP PPPR 6
High Level Operational VIEW ............o e 7
Harald Wearable DeViCeS SET-UP .....cooiii ittt sttt ettt b e set e e st e et et esbe e e saneesereenneeans 7
Y Yo oY LYl o=t 15y 4 - o] o PP PP RPTOPPP 7
Visitor/Temporary Device ChECK-0UL.........ooiiii ittt b et sbe e st e e e abeeans 10
Reassigning a Device to a Previously Registered USer ..o 11
Using Harald S3aS APPHCATION ...o.eiiiiii ittt sttt ettt sba e s esbee e 12
Everbridge SUITe ConfiGUIAtioN .......ii i iiiiiee ittt e bt bt eb e sab e s be e et et e nbe e e snneesnneas 15
COVID-19 REPOIING PrOCESS....ceeiiiiiiieiiite ettt ettt e e e e e e e e e e e e s e bbb e e et e e e s s eaan b a e e e e e e s s aanes 16
Reporting a Contact as positive fOr COVID 10 ...ccuuiiiiiiaiieiieie ettt 16
=T 0o T T U 19
Reporting on COVID-19 cases and ProXimity @VENTS........c.eciiiiiiiiiiieiieeseie sttt 19
VieWiNG iNCIAENTS THGGEIEA. .....eeiiieieiiee ettt ettt b et b bt sh bt e sa bt e be e e b et e abeeesmbeesabeeanbeeans 20
Harald DeViCe SPeCfiCatiONS ......ci ittt sttt e bt bt e eh e sa bt e e be e et et e nbe e e nnee e nnneas 20

Everbridge, Inc. ©2021



%everbridge
Everbridge - Harald Connector

History

Version Date Notes

1.0.0 01/2021 Initial
release

Introduction

Everbridge Safety Connection enables organizations to quickly react to COVID-19 cases by
identifying people who may have been in contact with an infected person, by communicating
specific, confidential instructions to contain the spread, and by taking protective measures. These
steps are key to keeping all personnel safe and healthy.

Bluetooth Low Energy (BLE) Harald wearable devices are used to capture proximity events
between individuals. Each time individuals carrying these devices come to within 6 feet of each
other for a duration of two minutes or more, the event is recorded. The solution requires that each
individual or contact always wears one of these devices within a controlled environment. Harald
devices do not exchange any data with the Everbridge Mobile App. The two categories of devices,
Harald and Everbridge Mobile App, are mutually exclusive for contact tracing purposes.

In the event an individual reports being infected by COVID-19, the solution provides a mechanism
to store that information and triggers related notifications and workflows such as:
o The first notification directly related to the COVID-19 case to:
o Assist, as much as possible, the infected individual.
o Communicate the exposure information to the relevant stakeholders within the
organization.
o Take protective measures, such as preventing the infected individual from entering
the organization’s premises.
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e The second notification is delivered to all individuals who have been in proximity of the
COVID-19 infected person. These individuals are identified from the proximity events
recorded by the wearable devices. Distinct notifications and workflows can be used to:

o Alertall these individuals of the exposure event.

o Provide guidance to these individuals (e.g., requiring a COVID-19 test, instructions
for reduction in movement, or quarantine).

o Apply protective measures and organizational processes to ensure a safe return of
these individuals to work.

Reports are provided to monitor COVID-19 cases, proximity events, and all related notifications and
workflows.

Solution Components

This solution consists of IoT Harald devices, an Apple (iPad) application, an optional Harald SaaS
application, and the Everbridge Safety Connection product.

Hardware

Contact Tracing Harald Devices - These are the BLE wearable devices worn by each individual to
record and keep track of proximity events. These devices do not contain any personally identifiable
information (PII) or Protected Health Information. Only anonymous keys are exchanged between
devices. The card uses onboard Advanced Encryption Standard (AES) 128-bit cryptography to
generate a random Rolling Proximity Identifier (RPI) every 15 minutes to prevent any potential
tracking or monitoring. Relationships between keys on devices and contacts are kept in a secured
server-side database. Unloading exposure events and keys from a device requires either the use of a
dedicated application running on an iPAD device or a URL link provided by an administrator, and
the pushing of the button on the device.

The Harald wearable contact tracing devices support a BLE connection only to:
e Set-up a contact tracing device from the iPad application.
e Exchange anonymous keys during exposure/proximity events between devices.
e Unload proximity event data to the server via the i0S application.

The system is configured to measure and rank contacts within six feet of each other. Bluetooth
signal strength or a Received Signal Strength Indicator (RSSI) is used to approximate distance. The
devices have been calibrated to work correctly when worn on a lanyard around the neck. When two
devices come within six feet of each other for two minutes or more, a contact event is saved on the
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card. Multiple contacts are tallied up to give a total contact time. For example, if two people were
together for four minutes, then apart for a while, then back together for six minutes for a total of ten
minutes, the system would show a contact event number of five (i.e., ten minutes is divided by two
minutes). Because of Bluetooth performance limitations and potential radio signal interference, a
confidence ranking is also applied next to the proximity time. In ideal conditions, the system will
give high confidence.

Apple iPad - An i0S-based tablet device is required for:
e Registering new users.
e Assigning/Unassigning devices to users.
e Unloading proximity event data from devices.

This application uses an encrypted server-side database. No data is kept on the iPad device itself.
The server-side database contains contact data (PII data), links between contacts and devices, and
exposure events.

Software

An i0S Harald Registration Application running on an iPad. This application is used to:
e Register new users.
e Assign/Unassign devices to users.
e Unload proximity event data from devices.

The i0S Application uses the BLE technology to communicate with wearable devices.

Contact Harald SaaS Component: A dedicated SaaS application used to review and monitor
visitors’ check-ins and check-outs, Personnel registration, proximity events, and so forth.

Everbridge Safety Connection: This Everbridge product hosts modular and highly configurable
Software as a Service (SaaS) applications which have been configured specifically to create a
contract tracing solution.
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High Level Operational View

3

Database

Processes

s &

®) ¢ B (§|===

i o

Wearable Devices Contact Registration Web Application
Device Data Upload Management & Reporting

Harald Wearable Devices Set-up

The following section describes how to assign and unassign a device to a contact. Additional details
can be found in the Harald documentation.

Personnel Registration

Each individual receiving a contact tracing device is required to register the device in their name and
create a contact profile. Registration can be done by the individual or by an adminsitrator on their
behalf. The registration process involves collecting basic PII information from the individual and
generating an anonymous key for the individual to establish a relationship between the device and
the individual. The Personnel Registration:

e C(reates a user record in the cloud database
e Generates a unique key that is associated with the user record in the database
e Stores that key on the wearable device.

The key generated will be exchanged with other contact tracing devices during exposure events.
Devices can be temporarily assigned to contacts such as facility visitors or employees working in
shifts. The only difference between the two is the use of the Register button on the Harald
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registration application for a permanent assignment and the use of the Visitor Check-In button for a
temporary assignment. This use of Visitor Check-In button flags users as visitors and enables
reclaiming wearable devices if these have been inadvertently kept after leaving the organization
premises.

Requirements
e AniPad equipped with the Harald registration application.
An internet connection between the iPad and the backend repository.
An activated wearable device (*)
PII Personnel details.
The use of the iPad camera.

(*) Activating a wearable device is a one-time operation per device consisting of turning on the device
using the “On” switch. Once turned on, the device cannot be turned off.

Personnel Registration Process
The registration process is as follows:
1. Launch the Harald Registration Application on the iPad.
2. The Register button is tapped on the iPad application for permanent assignment; Visitor
Check-in for a temporary assignment.

Help | Settings

Connect to Card

Hold the Card close to the device

ptond

3. An optional questionnaire/permissions form is available. Questions can be customized
based on organization guidelines and requirements. If required, the individual will answer
the screening questions and proceed to the next step.

m Everbridge, Inc. ©2021
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Qualify facility entry

Are you over 16 years old?

Do you have proof of a recent flu shot?

Have you been feeli , had difficulty
acough?

Do you give consent to receive SMS?

4. The wearable device holder details are entered:
e First Name

Last Name

Phone Number

Email Address

Card holder registration

Lastname

5. The wearable device QR code is scanned using the iPad camera. (It can be manually entered
if the camera does not work.)
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6. The Save Profile option is tapped.

7. The button on the front of the cart at the top is pressed. The blue LED on the back of the
card will flash. The iPad will display a message “Updating the card”. At the end of the
process that can take a few seconds, a confirmation message “Profile created” is displayed.

8. A SMS or email confirmation is sent to the phone number/email address entered in step 4
once the process is complete.

e The phone number is optional in that process. No SMS will be sent if no phone number is
entered.

o The email is the unique identifier used in the backend repository.

e Personnels can keep the wearable devices up to 6 months when the lifetime of the battery
expires. About two weeks before the wearable device runs out of battery, the blue LED at
the back of the device will start flashing. At that time, the individual will need to get a new
wearable device and perform the registration process once again.

Visitor/Temporary Device Check-out

Visitors leaving the premises need to surrender their wearable device. At that time, the check-out
process must be performed. The checkout process extracts the keys that have been received on the
wearable device during the proximity events, then stores and associates them to the user in the
backend database.

Requirements
e AniPad equipped with the Harald registration application.
e Aninternet connection between the iPad and the backend repository.
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e The badge returned by the visitor.

Visitor Check Out Process
1. The Visitor Check-out button is tapped on the iPad application.

Help  Settings

Connect to Card

Hold the Card close to the device

i . Visitor Check-out

Register Upload

2. The iPad Registration Application waits for the wearable device to be connected by BLE.

3. Press the button on the wearable device on the front of the card at the top. The blue LED on
the back of the card will start flashing.

4. Once connected, the data collected through proximity events are loaded to the backend
repository. The iPad Registration Application will display the message Transferring data.

5. A message is displayed indicating the data upload is complete.

This data is then wiped out from the device.

7. The device is ready to be re-assigned to a new visitor or Personnel. It is recommended to
disinfect the badge itself before re-assigning it to another visitor or Personnel.

o

Reassigning a Device to a Previously Registered User

Previously registered users or returning visitors who have already checked out may need to check-
in again. User information should already be available in the registration database. The user should
select their name and “check in”. It is possible but not recommended to create duplicate users. If in
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that event, de-duplication using the email address provided at check-in will occur automatically
before notifications are sent or processes triggered.

NOTE: By default, the proximity events along with the visitor details will be
automatically deleted from the server 20 days after the visitor has checked out.
If this data is needed in a COVID-19 case either if the visitor is the person
infected or if the visitor has been in proximity of the person infected, this data
will be used in notification and workflow processes where it will persist.

Using Harald SaaS Application

The use of the Harald SaaS application is optional. It can be accessed to consult registration and
proximity data. This section only describes a limited set of features. Consult the Harald
documentation for additional details and instructions.

NOTE: A URL is sent to users authorized to access this application in a welcome email
along with a temporary password. If this information has not been provided,
contact Everbridge.

Using a browser, connect to the SaaS Application and enter login/password credentials:
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U Login

Remember me Forgot password?

Select Profile Search on the left. Optional criteria can be set to lookup profiles. Click Search Profile
to initiate the profile lookup.

CONTACT
HARALD

Profile Search

Q, Profile Search

Contact Tracing First name

Last name

Email address

Fhone

SEARCH PROFILE Leave fields blank to search all values

The list of users matching the criteria is displayed. Each one can be individually viewed by expanding
the profile line item in the list and selecting the View Profile option.
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Profile Details

Jarrod M***

Profile Search
Email address POX@XXXX com
Phone 04077
Category Staff
1 tes Activit

Contact Tracing History

NAME

~ Amy M

CONTACT TRACE LIST

a8

Registered Cards

Showing 0to 0 of 0 entries  Show

Communication Log

- 19 Oct, 2020 4:49 pm
~ 19 Oct, 2020 4:49 pm

Showing 1 to 2 of 2 entries  Show

WITH JARROD (MINS)

5

5

[EDIT PROFILE

FIRST CONTACT LAST CONTAC

19 Oct, 2020 445 pm 26 Oct, 2020 445 pm

CARD ID STATUS

W entries

TYPE MESSAGE

opp

SMS Your Contact Harald card for VP2 has been successfull.

Your Contact Harald card for VP2 has been successfull.

Email

v entries

DELETE PROFILE

The contact details can be edited. The page displays:

e The Contact Tracing History: This displays the proximity events triggered from the card(s)

associated to the contact.
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e The card(s) associated with the contact. The status property will display Allocated or
Unallocated depending on whether or not the Harald wearable device is currently assigned
to that contact.

o Alog of all communications between the Harald system and the contact.

Everbridge Suite Configuration

1. Navigate to Settings > Organization > Interactive Visibility > Safety > CT - Harald.
2. Click Edit Configuration.
3. The Edit Configuration dialog is displayed.

Edit configuration

URL
User Name

Secret Key

Close

4. Enter the values as provided by Everbridge.
5. Click Close.
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- 7 Logout

2

Dashboard v Universe Notifications v Critical Events v Incidents v Contacts v Reports Settings v

Organization Member Portal Everbridge Open Everbridge Mobile App

Organization > Harald ®

Map > Harald to Everbridge
Configuration to enable communication from Harald to Everbridge

Interactive Visibility v

& Edit configuration
Weather and Hazard Alerts
NCd Alerts Report Positive

Use the following Incident Template to report positive

Everbridge Network >

COVID-19 Report
Safety ~

4 Autoclose the incident
Variables Mappings G o

Thresholds

Save
S80S - RiskBand

CT - Harlad

6. Select the incident template that will be used to generate an incident each time a contact is
reported as COVID-19 positive.

7. Optionally, to close the incident after the message is sent, select the check box: Autoclose
the incident check box.

8. Click Save.

COVID-19 Reporting Process

There are a couple of ways to report a contact positive for COVID-19:
e The contact can use the Everbridge Mobile App to self-report positive.
e A system administrator can report a contact positive for COVID-19 using the Manager
Portal.
Only the second case scenario is documented here. For more information on self-reporting, see the
Everbridge Safety Connection User Guide.

Reporting a Contact as positive for COVID-19

Before reporting a contact as positive for COVID-19, that contact must have uploaded the proximity
events from his/her device using the Harald iPad application or a URL provided by the
administrator.
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1. Navigate to Contact > Contact list and double-click the desired contact’s First Name (which
displays read-only Contact Information).

& 7?7 | Logout

Z

Dashboard + Universe Notifications v~ Critical Events ~ Incidents ~ Contacts v Reports Settings ~
Contacts > Contact Information
. B R . External ID:  VBrasseurl SSO User ID: Country: United States
\/‘ I 1L6‘ ﬂt B | d SS(—:‘ U I Record Type: Employee Time Zone:  { GMT-5:00)Eastern S..
& Edit contact information Tl Delete this contact
COVID-19
‘ 0 Report COVID-19 Positive
Delivery Methods
Order Delivery Method Country Device address Status €0 Quiet Time
Mobile Push Alert Enabled ON
SMS United States +1 617-213-0259 ON

2. Click the Report Covid-19 Positive button

F A
COVID-19 Report

Contact Name: Vincent Brasseur
External ID: VBrasseur
Date Range: | Feb 3, 2021 - | Feb 17, 2021

m Report Positive

3. Enter the date range to consider for exposure events.

NOTE: Once the Report Positive button is pressed, an incident will be triggered
using the incident template selected in the Harald - CT configuration screen.
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4. Click Report Positive.

5. Once the Report Positive button has been pressed, the system will query the Harald
proximity events repository and find any contact that has been in proximity for more than
14 minutes in the date range specified. The number of contacts found is then displayed.

COVID-19 Report

Contact Name: Vincent Brasseur

External ID: VBrasseur

o 14 Contact(s) found in proximity events.

Use the following Incident Template to notify them
Proximity Tracing

Autoclose the incident €9

m Notify Contacts

6. Select an incident template to notify these contact(s) and optionally select the check box:
Autoclose the incident.

7. Click Notify Contacts.

8. Each contact will receive a notification based on the incident template.

Everbridge, Inc. ©2021
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Reporting

Reporting on COVID-19 cases and proximity events
1. Inthe Everbridge Manager Portal, navigate to Reports.
2. From the Quick Reports drop-down list, select the Contact Tracing Report.
3. Click View Report to display a chart, by default the period selected is 14 days ending on the current

date; it can be manually adjusted. The chart displays the number of COVID-19 or Self-Report on a
day-by-day basis. It also reports on the number of exposure events each day.

2

Dashboard Universe Notifications Incidents Contacts Reporis Settings + Access +

Reports > Contact Tracing Report

Contact Tracing Report

Organization Name: uscontact

From | Jun 17,2020 B Cear To |Jun3g 2020

Update
Self-Report: 25 Exposure Events: 50 [3) Download 5V

Contact Tracing Report

Counts

Jun 29, 2020

- /f—>\\\‘—/. Self-Report Data < 3

T T
<& & & .

m Seif-Report Data Exposure Events Data

4. The Download CSV option can be used to generate a CSV file. In that file, each row corresponds
to either a Self-Report/Covid-19 Report or an Exposure Event.

AutoSave - g uscontact_contact_tracing_15¢ 340.csv ~

File Home H Page Layout Formulas Data Review View Help 1% share  © Comments

c ) £ 3 G
Event Date/Time Contact External IDFirst Name Last Name Phone Nu Email Event Type Exposed by: First Name Exposed by: Last Name SelfReportId Incident ID IC variable values

Bl 62cl0868b8cad6546573213  Jun 9, 2020 10:14:21 EDT  ValerieC valerie  Cope 555-457-4! valerie.cope @everbrigde.com  Exposure  Connah 0 54698785241542

E 62054687c6516548712545  Jun 11, 2020 9:52:55 EDT  AlexaB Alexa Barton  555-698-4!alexa.barton@everbridge.com Exposure  Yousif 0 6985896974351

6ed98752c54de586210141 Jun 21, 2020 16:32:11 EDT JessV Vargas 555-789-7 jess.vargas@everbride.com Exposure  Rojin 0 51305479012547
uscontact contact tracing_15935
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Viewing incidents triggered
All Incidents that have been triggered from COVID-19 or exposure events can be reviewed in the Manager
Portal.

1. Navigate to Incidents > Open/History. The list of all incidents created is displayed

2. Drill through the name of the incident in the list to get access to its details.

? | Logout

2

Dashboard v Universe Notifications v ITA v Critical Events v Incidents v Contacts v Reports Settings v Access v

Open / History Scheduled Templates Scenarios Variables Launch Incident 9

Viewing: | All Incidenis ~| Open(26 Closed (151937 All (151963 Auto Refresh

Advanced | Reset

2]

Status Name Open Duration Opened On Opened By Last Updated Closed On Integration
Actions v 0d0h11m3s E.:rjs 2020 11:46.03 Andrew Evangelos 3;335' 020TTAG0E
retone v P EJJ 2020113949 Lo o) eer Dec 02,2020113948
Actions ¥ odomizmazs DR OB 2O0TIINE gy oy eer DetR TS
Actions ¥ odonsmsos DS O8 2020 IO gy gy yser Do (B IBTIIOT
Actions ¥ -[:3-‘;}:::—,,/:\ ew G60n26mas E‘:r 08,2020 11:30:57 RIWAP| User ?;E 08,202011:3057

Harald Device Specifications
The specifications below may change over time. Check the latest specifications with Harald.

Bluetooth Specification
The Device is a Bluetooth 5.0 Low Energy device, as defined by the Bluetooth specification. Bluetooth
operates at 2.4Ghz.

Device Dimensions and weight

e Size:3.38"x2.13”x0.16” (86 mm x 54 mm x 4 mm)
e Weight: 0.635 0z (18.0 g)

Device rating - water, dust resistance and testing
e The device internal electronics are protected using an ultrasonic welded plastic housing. The
battery and electronics are completely sealed inside the unit.
e The device is rated at [P66. The enclosure is dust tight and is water resistant against water
projected from a nozzle.
e The device has a drop test rating of IK 05.
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Battery Specification and Performance
e The battery is 3.7V. 800mAbh lithium polymer non-rechargeable.

e The battery is designed to function continuously for approximately six months, depending
on usage.

Normal Operating Temperatures
e The device is designed to operate optimally in normal indoor environments and
temperatures. The device is designed to operate between 5°F to 131°F temperature bands.
e Storage temperature —4°F to 140°F.
e At -4°F the battery performance is about half.

Device and Lanyard Usage
For proper performance, the device must be used as specified:
e The device must be worn in front, around the neck.
Do not place the device directly on skin.
Do not put the device in side or back pockets. The device should be worn in front.
The device attaches using a lanyard with a plastic clip at the end.
Do not use a lanyard with a metal clip.

Proximity Contact Records
¢ To understand who was in close proximity with whom, the device records when two or
more devices are nearby, using Bluetooth radio signals as an approximate measure of
distance. If the radio signal is strong, the two devices and two people are close together,
calibrated to within six feet of each other.
e Two or more devices exchange anonymous ID numbers. No personal information is shared
between the devices.
Security
e Devices do not contain any PII or PHI data, only randomly generated IDs.
e The relationships between IDs and contacts are securely saved on the server.
e The card uses onboard AES 128 cryptography to generate random Rolling Proximity
Identifier (RPI) every 15 minutes.
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