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IBM HTTP Server Installation

w1 supportcenter.nc4.com/hc/en-us/articles/221092627-IBM-HTTP-Server-Installation

This document is intended for use by system administrators who are responsible for installing the IBM HTTP Server (IHS) where the E Team application will
reside.

Installation Instructions

Before proceeding with the IBM HTTP Server installation, please review the system requirements for the Server Environment to be certain that your server
meets the minimum requirements necessary for optimal performance with the E Team application.

Server Installation

1. Click on install.exe to start installation process.
The system displays the Welcome screen.

& 1BM HTTP Server V6.1.0.0

Welcome to IEM HTTP Server 6.1

This wizard installs IBM HTTP Server 6.1 on your carmputer.
See the IBM HTTF Server 6.1 It 1 Guide to learn mare about this installation

Click Next to continue.

<Back Mext > | | cancel

2. Click Next> to continue.
The system displays the Software License Agreement

i |BM HTTP Server V6

Please read the following license agreement carefully.
International License Agreement for Mon-Warranted Programs

[ »

Part1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
WCCEPTING THESE TERMS ON BEHALF OF ANOTHER FERSON OR A
COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT
QU HAVE FULL AUTHORITY TO BIND THAT PERSOM, COMPARNY, OR LEGAL
ENTITY TO THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS, =

Read non-1BM terms

@ | accept both the IBM and the non-IEM terms

) | do not accept the terms in the license agreement

< Back Mext = | | Cancel

3. Accept the license agreement and click Next>.

4. Accept the default installation directory or modify the directory location. Click Next> to continue.
The system displays the port values.
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Port Yalues Assigniment

IBM HTTP Server communicates using the port numbers listed below. Ifthese
ports are already in use by IBM HTTP Server or anather application, then change
the port numbers from their default values.

HTTP Part: |za

HTTP Administration Part: |BDDS

< Back et = ‘ | Cancel

5. Accept the default Port values and click Next>.
The system displays the following window.

Username and password are not required for the fields shown.

rebooting the system

Run IEM HTTF Server as a Windows Service

Run IBM HTTF Administration as a Windows Service
® Log on as a local system account

) Log on as a specified user account

Username:
[ |
Password
| |
Startup type
|Aulumahc |V‘

The user account that nuns the Windows senvice must have the fallowing user

| < Back | Mext = ‘ | Cancel

6. Select Log on as a local system account and click Next>.
The system displays the HTTP Administration Server Authentication screen.

i 1BM HTTP Server V6.1.0.0

HTTP inistration Server

Create a user ID and password o authenticate to the IBM HTTP administration
senver using the WebSphere Application Server administrative consale. The
newly-created user 1D and password s encrypted and stored in the
confiadmin.passwd file. You can create additional user IDs afier the installation
by using the htpasswd utility,

Create a user 1D for [BM HTTP administration server authentication

User D

Password:

Confirm Password

= Back hlext = | ‘ Cancel

7. Input username and password for the HTTP Administration page.

8. Click Next> and the installation process will begin.

Post Installation

Once installation has completed, the following files need to be added or replaced:
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SSL Module - to enable SSL
File name: mod_ibm_ssl.sso

Copy this file to Drive:\Program Files\IBM\HTTPServer\Modules

Refer instructions on configuring SSL.

Websphere plug-in (WAS) — this module actually handles the re-direction part of IHS
File name: mod_was_ap20_http.dll
Copy this file to Drive:\Program Files\IBM\HTTPServer\Modules
The following two template files are used to configure IHS:
File name: plugin-cfg.xml
File name: httpd.conf

1. Rename the default httpd.conf to httpd.conf_org

IHS has a default httpd.conf file that is the main configuration file for IHS under drive:\Program Files\IBM\HTTPServer\Conf directory.

2. Copy the template httpd.conf in order to make modifications to it. Modify to include the correct installation path, server name and IP address of the
front-end machine. If a line starts with a # sign, it means it is commented out or comment.

Editing the HTTPD.CONF File

1. Change the installation path of IHS in the template httpd.conf. Replace default values in template httpd.conf C:/Program Files/IBM/HTTPServer to
correct location of the IHS.

2. Search for Listen 0.0.0.0:800 and change to the desired port. Edit the servername and input the correct DNS.

Listen 0.0.0.0:800
Servername DNS (ex. Eteam.lacounty.org)
Servername: internal URL

3. At the bottom of the httpd.conf file, edit the following section to your network configuration (IP, Port, etc.).

<VirtualHost 10.0.0.201:800>
Servername DNS (ex. Eteam.lacounty.org)
Servername: internal URL

<VirtualHost 10.0.0.201:443>
Servername DNS (ex. Eteam.lacounty.org)
Servername: internal URL

4. At the bottom of the httpd.conf file, edit the following section to your network configuration (IP, Port, etc.).

<VirtualHost 10.0.0.201:800>
Servername DNS (ex. Eteam.lacounty.org)
Servername: internal URL

<VirtualHost 10.0.0.201:443>
Servername DNS (ex. Eteam.lacounty.org)
Servername: internal URL

5. Modify the path where the SSL certificate is stored.
Keyfile "C:/Program Files/IBM/HTTPServer/conf/keys/SSLCert.kdb"
Editing PLUGIN-CFG.XML File

This is the WAS plugin config file which is in XML format. Take a look at the following example. You only need to modify the bolded areas in the installation
directory, Application server name and tags to reflect the context.

<?xml version="1.0" encoding="ISO-8859-1"?>
<Config Refreshlinterval="300">

<l-- The log is set to warn change name to point to dir/ file name -->
<Log LogLevel="trace" Name="D:/Program Files/IBM/HTTPServer/logs/http_plugin.log"/>

<l-- Virutal Host is the name that Apache uses eg in this case tsolutions.nc4.us -->

<VirtualHostGroup Name="default_host">
<VirtualHost Name="URL.:80"/>
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<VirtualHost Name="URL:443"/>
</VirtualHostGroup>

<ServerCluster Name="JBOSS001_Cluster"
MaxConnections="-1"
RetryInterval="120"
LoadBalance="Random">

<Server Name="serverJ001" >

<Transport Hostname="APPLICATIONSERVERNAME" Port="80" Protocol="http"/>
</Server>

<PrimaryServers>
<Server Name="serverJ001"/>
</PrimaryServers>

</ServerCluster>

<UriGroup Name="jboss001_URIs" >
<Uri Name="/output/*" />
<Uri Name="/contextname/*" />
<Uri Name="/contextnameTraining/*" />

</UriGroup>

<Route ServerCluster="JBOSS001_Cluster"
UriGroup="jboss001_URIs" VirtualHostGroup="default_host"/>

<l-- For ARE Standard -->
<ServerCluster Name="JBOSS002_Cluster"
MaxConnections="-1"
RetryInterval="120"
LoadBalance="Random">

<Server Name="serverJ002" >

<Transport Hostname=" APPLICATIONSERVERNAME " Port="8080" Protocol="http"/>
</Server>

<PrimaryServers>
<Server Name="serverJ002"/>
</PrimaryServers>

</ServerCluster>

<UriGroup Name="jboss002_URIs" >
<Uri Name="/nc4are/*" />
<Uri Name="/businessobjects/*" />

</UriGroup>

<Route ServerCluster="JBOSS002_Cluster"
UriGroup="jboss002_URIs" VirtualHostGroup="default_host"/>

<l-- For Dashboard -->
<ServerCluster Name="JBOSS003_Cluster"
MaxConnections="-1"
RetryInterval="120"
LoadBalance="Random">

<Server Name="serverJ003" >

<Transport Hostname=" APPLICATIONSERVERNAME " Port="8080" Protocol="http"/>
</Server>

<PrimaryServers>

<Server Name="serverJ003"/>
</PrimaryServers>
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</ServerCluster>

<UriGroup Name="jboss003_URIs" >
<Uri Name="/dashboards/*" />

</UriGroup>

<Route ServerCluster="JBOSS003_Cluster"
UriGroup="jboss003_URIs" VirtualHostGroup="default_host"/>

</Config>

Once httpd.conf and plugin-cfg.xml are configured correctly, start IBM HTTP Server 6.1 window services.

If it does not start, please check your httpd.config and plugin-cfg.xml files to ensure they have been properly configured.
Running JBoss Behind a Firewall Using HTTP

JBoss makes use of several ports to communicate between the client and the server. Some of these ports are configurable static ports but some ports are
randomly assigned at runtime. While there are several strategies to handle this configuration, the easiest one is using JBoss JNDI and RMI over HTTP
options.

If the configuration at your site includes firewalls between JBoss and its clients, please follow the instructions that follow:

JNDI over HTTP

JNDI over HTTP requires an adaptation to the jboss-service.xml file that can typically be found in the JBossType/deploy/http-invoker.sar/META-
INF/jboss-service.xml where JBossType is one of "all", "default” or "minimal”. You must adapt the ones you use.

The jboss-service file contains the following entry (the changes you have to make are marked by bold):
<l-- Expose the Naming service interface via HTTP -->

<mbean code="org.jboss.invocation.http.server.HttpProxyFactory"
name="jboss:service=invoker,type=http,target=Naming">

<attribute name="InvokerName">jboss:service=Naming</attribute>

<attribute name="InvokerURLPrefix">http://</attribute>

< |—This must be set to the proper port. If jboss is on port 8080 then it is 8080 if jboss is listing on port 8443 then its 8443 -- >
<attribute name = "InvokerURLSuffix">:8080/invoker/JMXInvokerServlet</attribute>

<attribute name="UseHostName">false</attribute>

<attribute name="Exportedinterface">org.jnp.interfaces.Naming</attribute>

<attribute name="JndiName"></attribute>

</mbean>

<l-- Expose the Naming service interface via HTTP This maps to the ReadOnlyJNDIFactory servlet URL -->

<mbean code="org.jboss.invocation.http.server.HttpProxyFactory" name="jboss:service=invoker,type=http,target=Naming">

<attribute name="InvokerName">jboss:service=Naming,readonly=true</attribute>

<attribute name="InvokerURLPrefix">http://</attribute>

< !—This must be set to the proper port. If jboss is on port 8080 then it is 8080 if jboss is listing on port 8443 then its 8443 -- >
<attribute name="InvokerURLSuffix">:8080/invoker/readonly/JMXInvokerServlet</attribute>

<attribute name="UseHostName">false</attribute>

<attribute name="Exportedinterface">org.jnp.interfaces.Naming</attribute>

<attribute name="JndiName"></attribute>

</mbean>

When using an HTTP server you must add a mapping in the virtual host file for “/invoker/”. So in your plugin-cfg.xml you will need to add the bold line below.
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<UriGroup Name="jboss_local">
<Uri Name="/output/*" />

<Uri Name="/eteam/*" />

<Uri Name="/eteamTraining/*" />
<Uri Name="/nc4cf/*" />

<Uri Name="/frevvo/*" />

<Uri Name="/database/*" />

</UriGroup>
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